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OSI Network Management Model

The OSI “architecture” comprises of four models
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Organisation Model

This model defines the components of a network management system, their functions and their
relationships. The model is defined in OSI 10041 — Systems Management Overview. It defines the terms
such as object, agent and manager.

Network objects consist of network elements such as hosts, hubs, bridges, routers etc.

They can be managed or unmanaged. Managed objects have a management process called an agent
running in them.

The manager queries the agent, receives back management data, processes it and stores it in its database.
The agent can also send a minimal set of alarm information to the manager unsolicited.

In the two tier model there is a clear distinction between the manager and the managed objects. In the
three tier model their is an intermediate layer that acts as both agent and manager. As manager, it
collects data from the network elements, processes it, and stores the results in its database. As agent, it
transmits information to the top-level manager. e.g. an intermediate system is used for making statistical
measurements on a network and passing the information as needed to the top level manager.

Networks can be managed locally and a global view of the networks can be monitored by a manager of
managers.

Network management systems can also be configured as peer-to-peer relationships.
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Networks can be managed locally and a global view of the networks can be monitored by a manager of
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Network management systems can also be configured as peer-to-peer relationships.

Information Model

e Concerned with the structure and storage of information.

e Specifies the information base to describe managed objects and their relationships.
ISO 10165 specifies the Structure of Management Information (SMI) and the information
database, Management Information Base (MIB).
See rfc 1155 for the SMI and rfc 1213 for MIB-II.

e The MIB is used by both agent and management processes to store and exchange management

information.

e The MIB associated with an agent MIB is called the agent MIB and the MIB associated with a

manager is called the manager MIB.
e A manager MIB consists of information on all the network components that it manages.

e An agent need only to know its local information — its MIB view.

Difference between the Management Database (MDB) and the MIB
The MDB is a real database and contains the measured or administratively configured values of the
elements of the network. The MIB is a virtual database and contains the information necessary for

processes to exchange information.
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Managed Objects

Management Information Trees
Managed objects are uniquely defined by a tree structure specified by the OSI model that is also used in

the Internet model.

Root
Level 1

Level 2
Level 3

Generic Management Information Tree

There is a root node and well defined nodes underneath each node at different levels.

Each managed object occupies a node in the tree.

dod

OSI Management Information Tree

There are three nodes in the layer beneath the root iso, ccitt (itu), and iso-ccitt (iso-itu). The two
standards organisations are on the first layer and define managed objects under them. The joint node is
for objects jointly defined by the two organisations. The number in each node identifies the designation of
the object in each layer.

So iso is 1, org is 1.3 and dod is 1.3.6. All Internet managed object thus begin with 1.3.6.1.
Communications Model

This deals with the way information is exchanged between systems.

Three aspects need to be addressed: transport protocol, message format for communication (application

protocol) and the actual messages.
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ISO 7498-4 defines five functional management areas.
Fault, Configuration, Accounting, Performance, Security. Easily remembered by the acronym FCAPS.
Can be broken down into two broad areas — monitoring and control.

Control Functions

e Configuration
Determining and setting the configuration of devices.
Normally used in discovering network topology, mapping the network and setting up configuration
parameters in management agents, and management systems.
e.g. use of broadcast ping or examination of the arp caches of local routers.
Note: auto discovery with VLANS is a much more complex process.
In a broad sense configuration management also covers network provisioning which includes network
planning and design. Network provisioning is based on performance statistics and quality of service

requirements.



e Security
Controlling access to network resources, including information stored and being transferred,
according to a well-defined security policy.
Identify that which is to be protected.
Find the access points.
Secure the access points.

Maintain the secure access points.
Monitoring Functions

e Fault
Detection, isolation, response — correction (if possible), logging.
Immediate handling of transient network failures e.g. link, host or router hardware or software
outages.
Detection — location, service restoration — identification of root cause — problem resolution.
Self-healing.
Trouble-tracking systems — trouble tickets. Each “ticket” records data about a problem and the
actions taken when dealing with it from start to finish. Could be part of a sophisticated network
management tool that works in conjunction with an expert system.
Fault detection is accomplished either by polling or the generation of traps.
e.g polling — a fault management application generates a ping periodically and waits for a response.
When a preset number of responses are not received connectivity is declared broken.
The advantage of traps over polling is that failure detection is accomplished faster with less traffic

overhead.

e Accounting
Specifying, logging and controlling user and device access to network resources.
Gathering statistics in order to make decisions about the allocations of network resources. e.g.
querying activity logs on individual hosts or traffic counters from network devices such as bridges,
routers and switches.
Frequency of gathering such statistics depends upon the amount of activity and the fact that SNMP
counters can hold values up to 232 — 1 = 4 294 967 295.

e Performance
Quantify, measure, report, analyse and control the performance of different network components.
Data traffic management.
Involves data monitoring, problem isolation, performance tuning, statistical trend analysis and
resource planning.
Performance parameters: throughput, response time, network availability and network reliability.
Parameters affecting throughput: capacity of media, utilisation, channel error rate, peak load,

average traffic load.



Another Network Monitoring Calculation Example
It has been decided to remotely monitor the connectivity of 600 networked devices. The polling station

connects via a 100 Mbps full duplex fast Ethernet connection.

100 Mbps full duplex link
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Determine the fastest rate at which a device can be polled if no more that 0.1% of the capacity of the link
is to be used in polling.
Hints: What is the minimum size of ICMP echo request and echo reply messages? What is the minimum

size of an ethernet frame? The inter-frame gap in 100 Mbps Ethernet is 960 ns.



